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MCM Mobility Controller Master MM ZERE9 . 3> ka0—5% Master ELTEIESE T MD #IR
BT DAX (JEED Master A rO—S RS
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VIA Virtual Intranet Access VPN 725472k
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H MM Mo EEENS MD D—2D

UccC Unified Communication and BE-ETA TRINWTOITIITREDATAT S T71490%K%
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WMS Wireless Management Service  #E#RIRIEZTE=4L. IDS/IPS #eEx iRt I 5 —EX
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ArubaOS 8 Fundamentals Guide

—AOS 8 DERZEEN

~-T—FTIOF%
— & B 1kt Configuration ArubaOS 8 Fundamentals
— Loadable Services Module
— Multizone Authors: Contributors:

. — Syed Ahmed Shiv Mehra
—Mobility Master JLf Jerrod Howard Dipen Vardhe

. Kevin Marshall

— Clustering S i

' ' ' Andrew T
— Centralized Licensing ndrew Tanguay

—AOS 6 &EMELY
—AOS 8 ~NDIATL—3y

Fundamentals Guide
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— Fr2RI)L EEIRP QEIEREIX. 7o a>avokA
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Unsupported Access Points
LA D&, AOS 8 Tl&/ U HR—F

— AP-60

— AP-65

— AP-68

— AP-70

— AP-85

— AP-120/121

— AP-124/125

— AP-92/93 (supported up to ArubaOS 8.1)
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Master DL
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Mobility Controller Master (  BIEDE) HIREIE

— Master A FO—5(Z(X AP Z R TEAEL

— Master [ZIEN 5D I[E 72xx & 7030 D H

— Managed Device(Local) IZ VMC [ {#E A TE40Y

— WILFIN—=3HR—IA T (Master & Local [(ERIC/A\—23> THBHIE)

— AirMatch, Cluster, Dashboard TO— st EEHEE . 8.0 D EELGHEEMFE ALY

The following table outlines which features are supported by the MCM and which require an MM:

Supported Features Unsupported Features

New GUI, Workflows and Hierarchical Configuration | Clustering

Multizone AirMatch
Multi-threaded CLI with auto-completion Centralized App Support (UCC, AppRF)
WAN Link Bonding and Load Balancing Live Upgrade

Distributed UCC, AppRF, ARM and AirGroup Centralized Visibility
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Master Controller MM (VM or hardware) or MCM (72xx and 7030 Only)
Local Controller MC

Branch Controller MC

Standalone Controller Standalone Controller

AOS 6 O Master [, Local ZE 7 BIIZEEL=Y. Branch 2 £IZEE T H5EMNTES

AOS 8OMMI(Z, BREIZBA R, §RTDEAT DIV bO—S5%EHETES

AOS 8MMMEAOS 6MDMaster® X4 L E. MMAAPEINA T A2 EE . APEMCIZ[AITAZERTERN &
MCMIE., IREMMZRLEELLELV =8, ArubaOS SADFBIT/NRELTEA

AOS 8 MStandalone (& AOS 6&REIFkIZHEEE (HWAR—X DAV A—FTH AP HR—kK)

AOS 6~R—X M Local [, Master Hh oD ERDHIZE(WLANBRE D) R E D HEZITERY ., ZTPIE Y R—FLEWLA, &
TOHAOS 8 HWaY FA—SIFZTPE Y HR—
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FEarra—3EER( N Locals 2)

[
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Active-Standby Standalone

— AOS6 M Master redundancy ERICA A—
— Standby {8I(Z AP [X3E#EA Tl

— VRRP MIREEIZEENL T Active/Standby EN{EN LIV EH S

— AP Fast Failover %t
—Imm [ZEALTZERE DA EHEAT S

— /mm/mynode [T AL-EBRFREFRBALLGENEITER
— Standby I Tl /mm/mynode DA% EZE B ol fE
-S4t X Active BIIZDH IR A

— T—AR—RREANETEINE LTV R R

— database synchronize period <min> FRXEWZE
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Active-Standby Standalone EEFEEORAE

— Active BlIZ5 1/t RF R A . Feature Hxh1E
Active VRRP Standby

— VRRP, master-redundancy % E % Active/Standby Z 1L —— —
ZH®D /mm/mynode 12 A o o

_ - _ SAtURBA
— master-redundancy X Ez & A9 DRIIZ, VRRP DAT—4X database syncﬁronize
MIEE E B (ActivellI=MASTER, Standby{8|=BACKUP)& AR E
BTV EEHERT DL I >
/mm /mm

1 —

— database synchronize 5% % Active @ /mm [Z# A

— 2 D1=8 Active ITFEI R~ (database-synchronize)
TR AL, REAIDIT 5 LR

. _ =1L == d d
— Active ] /mm [CEBRBREFIZA mynode mynode
— I RA ‘ VRRP I [ VRRP ]
At master-redundancy master-redundancy
=R

— BREBLUVTFT—AER—ZX (L VRRP MASTER fil» 5 BACKUP
fBlarrO—3(ZFEEAT S

- 7qlatabase synchronize EZ ANGELE, SAEUADREIHIL
LN

— Imm/mynode [CHEBIREEEZ XA TEDD . REASNLZL\DT
-, _-g:l

DN
LG
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Active-Standby Standalone &5 5l

license add XXXXXXXX-XXXXXXXX P a——— P a—
database synchronize period 60 =f=femeet®W VRIP:10.1.1.3 =
database synchronize captive-portal-custom 10.1.1.1 10.1.1.2
=~ /mm > /mm
mynode mynode
/N

//;frp 10 vrrp 10 i\\

ip address 10.1.1.3 ip address 10.1.1.3
priority 200 priority 1600
vlan 1 vlan 1
no shutdown no shutdown
I I
master-redundancy master-redundancy
master-vrrp 10 master-vrrp 10
peer-ip-address 10.1.1.2 ipsec <key> peer-ip-address 10.1.1.1 ipsec <key

aruba \ J/ \d
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MCM-MD &Rk

— YO ,O—5h Master (MCM) &42Y  MD DR EZEE

— MCM - - - Mobility Master 55 Config EEEREZITZUIYHLIzA A= em Standby MCM
— —EE&FRE . AOS8 DFEREIXE A TS Ve _\I (FFav)
— Master-redundancy &RE#kIZ MCM % Active/Standby LR ET HZENTES TTTTTTITECERPro

— VMC [FEE TS

— AOS 6.x M Master-Local &R &EDELD
— MCM &M Id 7030 & 72xx D H P - P -
— MCM [Z[& AP $#&i#g Al T B YT T
~ Config [FBEBHEINTHY . UMD BHREEEE BEATES MD Vo
— ERLUALELETOIVMNO—5%TEE MCM TEIEAIHE
— MD TI[& Configure term E—FIZ ALY
— Disaster Recovery E—R%{#EH3 52T, MD I TORELEE BAILATEE
—RAb
— MCM @ /md BEE T DEZXFEH MD [ push Ehd
— MCM @ /mm %3 (X Standby MCM [CaE—&h 3
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MM-MD #& Rk

— Mobility Master T MD &1

— AOS8 DFEREIXT N THERATESD ., BIREHHTEIL AirMatch S MM Standby MM
BY, HEED ARM ISESF Y RILENY B TIEFERTELLY _ <T7°/3/)
— MM (% L2/L3 TR A AT BE 1 1
— AOS 6.x M Master-Local {#&REDELY
— MM [IZ1E AP 8 A 1]
— Config [IfEBIEENTHY ., EHOERETEZEE - BHTED
BHEUNELELETOIVIA—SHREE MM £ TEIET AL =) e
— MD TI& Configure term E—KFIZAMAE0N MD
— Disaster Recovery E—R#{#H95Z& T, MD I THDHRELEEBIKIXAEE MD (VMC)
—RAUb

— MM @ /md BE T DEEZFEH MD IZ push Ehd
— MM @ /mm % (& Standby MM [2OE—&h 3
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MM/MCM L2 Redundancy

C— DB %A
&5
DB

Active MM VRRP

___________
~~
~

4 ~ ~,
{ >, Config [l *
| s > i
‘\
W / \
— \\\\ \\
mynode | | i campusi campus2
i i
I ]
i ]
‘. ] ".
\ bldgl y Standby MM {81 Tl v/ bldgl
e v /mm/mynode D # 5% .
ERATES .

'
-
‘‘‘‘‘
e ————————"

— —
£i&

DB

Standby MM

— HEE®D Master-redundancy DA A—
— $X%E A& Active-Standby Standalone &EIL

-
-
~~~~~
----------

—/mm &, /md BB TDITRTOHREMNRBHIT S (/mm/mynode LLSLFRT)
aruba —Active/Standby ® OS =23V [ERILELDICT ILELH D
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(MM-Active) [mm] #show database synchronize

Last L2 manual synchronization time: Mon May 28 22:49:05 2018
Last L3 synchronization time: Secondary not synchronized since last reboot
[0 Master Switch ot 10 2985 28 16- _ciiccecdad
WMS Database backup file size: 97581 bytes D
Local User Database backup file size: 31228 bytes
Global AP Database backup file size: 13603 bytes
IAP Database backup file size: 3750 bytes
Airgroup Database backup file size: 3052 bytes
License Database backup file size: 5514 bytes
CPSec Database backup file size: 3228 bytes
Bocmgr Database backup file size: 6016 bytes

Total size of Captive Portal Custom data: 570 bytes, 4 files
\T6f3T'ETEE'3?'t3BfTVE'P3Ff3T'tﬂEf3m'a3%3'133?'3?“%@3?‘37@'67{es, 4 files

L2 Synchronization took 2 second
L3 Synchronization took less than one second

2 L2 synchronization attempted
0@ L2 synchronization have failed

0@ L3 synchronization attempted
@ L3 synchronization have failed

L2 Periodic synchronization is enabled and runs every 60 minutes

L3 Periodic synchronization is disabled

i i i i 1 _Cuctom data
IAirmatch database gets synchronized periodically. Last synchronization time :

2018-05-28 22:44:55'
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— AP OF ¥R I\T—ZBEL-LMEEIE MM ET7 223079 0 RaRAT
— airmatch ap freeze ap-name <AP#> channel <F+=JL> eirp <dBm>
— FrRILNT—OWT D —FLETEBEET S EHTEE
— AP Group THEET A EHAEE
- BEEEEIE. MM E®D config [ZIFRTFESNELD
— BEERE L AP flash ITREFFEN . AP ZHESL TLEFIND
— MM D ofERT HaVUR
—show airmatch debug static-radio
— AP O Y — )L HERRT HaT Uk
—apfcutil -r wifie/1

~ # apfcutil -r wifio
plan_time ©

CEEE. L
static_nchan 100+
eirp_value 130
eirp_resolution 10

— BRI
— airmatch ap unfreeze ap-name <AP%> channel|eirp

AirMatch DML, AH7HT3— Season2 #2 THEER 32
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AOS 8 Migration Tool
VM TEIMET HZEHY—IL (& A0S 8 /N\—Iav&E(2))—X)

— Migrating Master-Local setup to Mobility Master
— Migrating All-Master setup to Mobility Master
— Migrating Master-Local setup to Master Controller Mode in ArubaOS 8.x

— Migrating to a stand-alone controller

LT E#EXR
— Configuration
— Databases

— Certificates

— Licenses

Y—ILDI =T ILIE. Migration Guide 58
https://support.arubanetworks.com/Documentation/tabid/77/DMXModule/512/Entryld/29424/Default.aspx

XKEHDAUO—FOERTIEIZIEICLGLIN, HERETHONEFEETHS 33
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Cluster &

—SR e
—BHAO—5TOSRAZERL. InKIEHZ R
—Role, VLAN, F§&3%—, PMKID, Accounting, —&B M session|&$Rk(*)
A rO—3EERIZE deauth LD —LLRGHYEHYFEIR
—ImAREEIPO—SRITA—FN\S X T HHEEHY

(FTP yiarE LU AppRF THIfHIZN Sy ay
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FRERZER

— AAC — AP Anchor Controller
— AP OE®EZEITH>aVMA—F
— S-AAC - Standby AAC

— UAC — User Anchor Controller
— 2—4H @ Association #E¥EL. Fo7rvoEKImT Ha 00—

— S-UAC - Standby UAC

— GSM - Global Shared Memory
- JOCRETHEBRE XA T HLHEA (PAPI DEEHZ)

— DDS - Distributed Data Sync
- avrO—5T GSM 2RI B A
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OAVA—5 95X FER

—EHOaVrO—JRITIERZREAL. LT OMEEEFEIR
— AVbA—SEEHRLERIC, O—LLRGYYEHY (deauth E{F7%L=FAssociation- BRI E)
— aAVO—SM TR R BEEINIZA—F /TR
— S —LLREA—3VY
—avkO—SE Ay adRIZ IPsec b RILEFEYRNT YT, UTILEA LI ERFERAFITD
—aAvkrA—SIEBEWNI/N—RE—FEFIEL TR TESR
— UDP 8211, 100msec FEf=

avka—3JIEBELL
[ZAyS a4KIZIPsec
ko RILEITY, &F8
IHFEZEREHIT S

Mobility Manager

0
.,
.
.,
‘e
.,
*

e — =1

N—rE—FZ&B5E
.......... JEEIR (X UDP 8211

— (=] ~

N ========__--—:| Managed Device

————————————————————————————————
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il RS I8

- 12DV RFEZRKI2EOIAVA—F
— 1=12L7200 V) —XDH THEBRIND ISR EIDIGE
— DSRBIZT0xx V) =X ETEEFENDEE . 48FET
— Remote AP #9555 H. m K4 B8FT

— Remote AP (. Cert-based RAP D& HR—k
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Cluster Leader

— Cluster Profile TE&RELT= Priority A fxb&EL\a>rbO—5h Leader &£745%

— Leader D &EE|
— Bucket Map O {ERL-BZ#h

— B—FN\SUREHOF I EO—FNTU AFIRDIER
— Leader N¥ U LT=1H& . RIZ Priority AEWLVAYFO—5h Leader (2455
— Priority ARICIH A (F#FE . MACTRLRD K /NEFLLELTRE

— Bucket Map &(3??

_ RIBRDIST4vIFEDAO—SIZ, U R ILEEET A D IEIR
— HERMACTRLAD /Ny afEC EICh o RV O O—5F1ETE

— I RTOAVIA—FEAPIZRIEAENS

ITtP ckard
company
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Cluster Leader
Y A

v Bucket Map
DEH
I:I—1~J\7/7\

Cluster Member Cluster Member

Cluster Member
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AAC & UAC

- VSARZIAVEA—FITHERLT- AP [FEH 0
hA—3I2 GRE b RILERYNT VD

— AAC---AP Anchor Controller, AP &3 5

— UAC- - -User Anchor Controller, 1—H k5 \
497 HD GRE Z###t 9 5, UAC (TimkZ &
(Rl 2 &%2Y . AP (X Bucket Map 25 HBL T
GRE b RILVEEST D

- Eo)—es
— MD1IZAP1MAACTHY. imKA,CODOUAC
— MD2IZAP2MAACTHY . iKB,EMUAC
— MD3IZAP3MAACTHY. im*kD,FOUAC
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AAC

— LMS-IP TeESIN-a2bA—F5H AAC 755
— LMS-IP BMEE SN TULVELME & &, Master Discovery [Z&
Y APHRMIZER T S0 A—5HM AAC 55
— AP [X AAC DoEEEZS Y O—k
— AAC IZGRE br R ILEHESRL, N—rE—FEE(E
— RRICRRVINAAACET HAoEN, ThLIZHR ORI
a3
— RBUINAAACIZH GRE N\—FE—+EZEIET S
— AP (29 5T/ yTavURIE, AAC EF=[E S-AAC A
LRETITIVLENDHD
— show ap debug ...
— show ap remote debug ...
— show ap tech-support
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GRE##% AR INA

LMS-IP 3
PAPI HELLO #1{E

RBAUINAAACIZ
GRE##x
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UAC

—SSID ¢RI EITHEFENDOVMA—T5F UAC ZE|Y 4T
— BILC AP TH->ThH. SSID T-IEHEEMARAENIE. BlOaFO—S
235
— B30 0a—SITEHRT DA AP AO0—325 LT, imERDE
STLVIMRORILENBFEIZRELC

— KRR ®D UAC [& Cluster Leader IZ&>TEIYHTHN, TR
T AP [Z[EHA

> | -

FICRCa O —3ICh R ILERET D
CET . V—ALLARGAO—SVTERE
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UAC

—FEC AP IZEHELTOWAEHDIHRETEL, TFNENNS T4 VER MD1 MD2 MD3
EEDIVFO—Z(VAC)IXEL S .

— AP [$/\wafEL UAC arbA—5 D RIS FK (Bucket Map) %
BoTL%

— AP [iFERD MAC PRLAD /v a{EZFETEL . Bucket Map
ZSRLTrI 70y I DEREX IV MO—FTRE
— \w¥afBld MAC 7RUARATL 3 49T vkdD XOR {&
— /" a{ElX 0 M5 255 DIE

—arhkO—SEEIZE A . Standby UAC (S-UAC) IZHF RILE
B 5

— S-UAC MEIY Y TH Cluster Leader IZ&kYiThhd, DFY
Bucket Map MESN TEEfiSNn S MAC hash=57  [MAC hash=12  |NVIACIash=38l

I;ﬁ Packard 43
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BC/MC DEdE

— AAC Mo ELEEINS

cluster

[l broadcast pkt
L2 switch

MM 1~ = - - v MM 1 - -+ v e ORI 1 - -1 s

———— AAC ko)L
________ S-AAC ko)L
UAC ko)L

aruba @g

a Hewlett Packard
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Bucket Map (UAC EIYLTR)

— Cluster Leader H¥ SSID &M/ N\ yh<yvTE{ERRL TER
—JSRAANDETH AP TEIZRILIFERAELHINTLNS
— JSRBAVN—DNE Y F=IEXFHIZENEN-BRIEBETEINDS

(MD-1) #show ap debug bucketmap-state verbose essid ssk-cluster (MD-1) #show ap debug bucketmap-state verbose essid ssk-cluster
Essid "ssk-cluster" Essid "ssk-cluster"
Number of updates 1; Time since last update 7s Number of updates 2; Time since last update 22s
Activations: New Bmap=0, Node Down=0 Activations: New Bmap=0, Node Down=0
Bucketmap State Bucketmap State
Index UAC status 172.17.10.203 9> | UAC status
) 172.17.10.201 (self) Up ) 172.17.10.201 (self) Up
e R T e

i DSRIHERK \
Bucket Map -~~~ - " J | V| e [ Bucket Map h'EFHENIZ
---------- Index Range Map Contents
Index Range Map Contents e oo \\\
——————————————————————— [000-031] 00 01 01 00 01 01 00 01 01 00 01 01 00 01 ..\O1 00 o1
[000-031] 00 01 02 00 01 02 00 01 02 00 01 02 00 @01 ... 02 00 01 [032-063] 01 00 01 01 00 01 01 00 01 01 00 01 01 00 ... @1 01 09
[032-063] 02 00 01 02 00 ©01 02 00 01 02 00 01 02 00 ... @01 02 00 [064-095] 01 01 00 01 01 00 01 01 00 01 01 00 01 @1 ... @0 01 01
[064-095] 01 02 00 91 02 00 901 02 00 01 02 00 01 02 ... 00 01 02 [096-127] 00 01 01 00 01 01 00 01 91 00 01 01 60 01 ... @01 00 01
[096-127] 00 01 02 00 01 02 00 01 02 00 01 02 00 01 ... 02 00 01 [128-159] 01 00 01 01 00 01 91 00 01 01 00 01 01 00 ... @1 @01 09
[128-159] 02 00 01 02 00 01 02 00 01 02 00 01 02 00 ... @01 02 00 [160-191] 01 01 00 01 01 00 01 01 00 01 01 00 01 @1 ... @0 01 01
[160-191] 01 02 00 01 02 00 O1 02 00 01 02 00 01 02 ... 00 01 02 [192-223] 00 01 00 00 O1 00 00 O1 00 00 ©1 00 00 01 ... 00 00 01
[192-223] 00 01 02 00 01 02 00 01 02 00 01 02 00 01 ... 02 00 01 [224-255] 00 00 01 00 00 01 00 00 01 00 00 01 00 00 01 00 00
[224-255] 02 00 01 02 00 901 02 00 01 02 00 01 02 O ... 01 02 02 A5
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Bucket Map - Standby UAC

(MD-1)

Item
Essid
UACO
UAC1
UAC2
Active
Active
Active
Active
Active
Active
Active
Active

#show aaa cluster essid ssk-cluster bucketmap

Map[©-31]
Map[32-63]
Map[64-95]
Map[96-127]
Map[128-159]
Map[160-191]
Map[192-223]
Map[224-255]

Standby Map[0-31]
Standby Map[32-63]
Standby Map[64-95]

Standby

Map[96-127]

Standby Map[128-159]
Standby Map[160-191]
Standby Map[192-223]
Standby Map[224-255]

ssk-cluster

172.17.10.201
172.17.10.202
172.17.10.203

01 02 ¢

O

90 01 02 00 01 02 00 01 02 00 01 02 00 ... 02
92 00 0122 00 01 02 00 A1 A2 0A A1 02 1
91,02 4 Hash=96 M Active UAC EID¥T PO
00 foTe 2
92 00 01 02 00 01 02 00 ©1 02 00 01 02 ... 01
01 92 00 01 02 00 01 02 00 01 02 00 01 ... 00
20 01 02 00 01 02 00 01 ©2 00 01 02 00 ... 02
92 00 01 02 00 01 02 00 ©1 02 00 01 02 ... 01
92 92 01 02 02 01 02 ©2 01 02 82 01 02 ... 01
0> g~ Hash=96 M Standby UAC EID T

02102 0T 02 02 01 02 02 01 02 02 01 02 ... O1
91 01 00 01 01 00 01 01 00 01 01 00 01 ... 00
00 01 01 00 01 01 00 01 01 00 01 01 00 ... 01
92 00 00 02 00 00 02 00 00 02 00 00 02 ... 00
00 02 00 00 02 00 00 02 00 00 02 00 00 ... 00

00
02
o1
00
02
o1
00
02

02
01
02
02
o1
00
02
00

01
00
02
01
00
02
01
02

02
02
01
02
01
01
00
00

a Hewlett Packard
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Active
UAC

7

UACO
) A

Standby
UAC
UAC1 UAC2
. Y .
l“““ "-- I----Il_-:ll -l-l----lI_.:

MAC hash=96
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AAC/UAC fEEa~v Uk

— AAC/S-AAC
— show ap database

— show gsm debug channel cluster_aac

— UAC/S-UAC
— show gsm debug channel cluster_sta

state rkey
ACTV 1
ACTV 1
REPL 1
REPL 1

cluster_sta Channel Table

csta_mac

48:51:b7:5b:9a:82
48:51:b7:5c:20:bf
a0:a8:cd:0f:c9:63
60:1f8:1d:a9:64:ca

(MD-1) #show gsm debug channel cluster_sta

csta_bssid

ac:
ac:
ac:
ac:

:5e:11
:5e:11
:5e:11
:5d:30

csta_active_uac
172.17.10.201
172.17.10.201
172.17.10.203
172.17.10.202

csta_vlan_id

csta_auth_stby ip
172.17.10.202
172.17.10.202
172.17.10.201
172.17.10.201

a Hewlett Packard
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MM GUI L@ UAC/S-UAC F&R

— Custom Columns CIEEZHAIIA AT HERTRTES

MOBILITY MASTER
MM-15

aruvba

& Managed Network > cluster >

= a

CONTROLLERS
© 3

ACCESS POINTS CLIENTS
®4 @6 =2

Dashboard
E Mobility Master Performance
= MM-15 Network
£ Managed Network (3) Usage

B cluster (2)
= MD1
£ MD2
£ lab (1)
£ A7008-204

5 test(0)

il WA
a Hewlett Packard
Enterprise company

Potential Issues
Traffic Analysis
AirGroup
ucc
Controllers
WLANS
Access Points
| Clients

Configuration

Wireless (2) Wired (0)
Client Health (%} IP Address Band
: ¢ 2 d r b 4
QA-TOSHIBA-3 100 10.215.88.147 5 GHz
QA-TOSHIBA 100 1N 71588 137 S GH=

Edit Custom Columns View
Selected:

Available:

Station MAC A
Open Flow
Client AP Port
Connected Port
Wired/Wireless
User Timestamp
Cluster Mame
Channel
BSSID
Bytes
Connectivity Type
Auth Type
Auth Sub-type
Encryption Type
Radrr)::p 4
Channef Busy
AP Tx Time
AP Rx Time *

Restore Defaults n n

oy Controller

ALERTS
Radio PHY Active Controlier Standby Controlier Client PHY
4 k4 L 4 v
VHT 80 MHz}| 10.215.88.201 10.215.88.202 VHT 80ME
VHT 80 MHz]| 10.215.88.202 10.215.88.201 VHT 80ME
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—JVRA—3JICUAC i Y 21— HERCEL—V 8BTSV I+ — LT EDFRRI—FH x 100) A 155
2735 KII2T S
— 7210 & 7030 MY FRAT, 7210 [Z 10,0001—4, 7030 < 2,500 L— YA KL TLDIHE ., 1—FHAK(%)ELTIE
WIFNERKF VYN TsDHI60% GO T, AFEHFLRLGL. O—R NS RLAGN
5 EICERAN—DFvINOT1EFTYIL. 2 DOREZMARB-LIZIEEIZ. 2—F D %L bucket M
UAC Z8UIYEZ S
— Active Client Rebalance threshold (default 50%)- - - R{E1—H &
— Unbalance Threshold (default 5%)- - -a>rO—SEOERDELRNZDELLE
—INTYRRYTEEESMAHETA—RNSUR
-3 /—FDYSRHAT, HHI—HF(\vaB101)D UAC % 0 1 2 ISEET H154

nwiafE | 100 | 101 | 102 | 103 NnyLafE | 100 | 101 | 102 | 103 NnyLafE | 100 | 101 | 102 | 103
UAC 2-1 2|:>UAC 2-1 2|:>UAC 2-12
S-UAC 0 1 2 0 S-UAC 0 2 2 0 S-UAC 0 0 2 0
N alE101% 6D 1—H (&, UACELTa 101Dy DS-UACEI FO—S52(2 % 1010/ 347y FDUACES-UACE AN %,
vkO—350, S-UACEL TV FA—S1%{&E B, ZhlzkYarko—30h 01— IEHk%E CNIZEYAPIF/ N\ aELI01ID A —HF S

ALTWLS FE:CERs) JayHFEAAO—T2(285% T B, avbO—

S2(ZlFavka—S0m bR EN -1 —F
ERAFEST DD T, L —LLRITNEES

mETES 49
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VLAN Probing

— DTREZDAVIN—R LI L2 HEHRIN TSN EHER T HEHA
— L2 SN TULVEWNMES . TRAEHEENOFF
— 3§ RT®D VLAN T Probe (Ethertype 0x88b5 M L2 JL—L) & ELT L2 EHREF VY

— exclude-vlan T Probe M4 VLAN #E&7E .
lc-cluster exclude-vlan <VLAN!JRXk> VLAN Probe (i‘ M-D Eﬁﬁif:[i VLAN ﬁ”ﬁijﬂﬂﬂﬂ#b?ﬁ\
RESNGLDT, REXBRIIUTOT7I3>aIURT

_ZF—AZ FEIT VLAN Probe ZZE{TL TRAT—FRAZME:E

(MD-1) #show lc-cluster group-membership lc-cluster start-vlan-probe
Cluster Info Table

self 172.17.10.201 200 N/A CONNECTED (Leader)
peer 172.17.10.202 128 L2-Connected CONNECTED (Member, last HBT_RSP 58ms ago, RTD = 2.496 ms)
peer 172.17.10.203 128 L3-Connected CONNECTED (Member, last HBT_RSP 58ms ago, RTD = 0.000 ms)

(MD-1) #show lc-cluster vlan-probe status
Cluster VLAN Probe Status [ ER@E U TULVRLY VLAN ID ]

peer 172.17.10.202 14 0 10 0 10 14 L2 Conn 2/ 2
o peer 172.17.10.203 25 (%] 1 (%] 1 14 101 L3 Conn 2/ 2 50



OAVO—JEERERFOEE

— DSRBAVN—IF/—RFDF O %R T HE, AP [TEAD
— AAC/S-AAC I o@flicsh b

— AP (B 5 ® Bucket Map 2&E# 2 A Lo bO—3(2EHEL TS 7 U717 153K (A-AAC/A-UAC)

ERAVINALIZHIYEZ D
— Current Map 1= Standby Map D1&#h#aE—39 %
— Cluster Leader [£#LLY Bucket Map ZBE1ELTHRITT S

— Cluster Leader WA L-5& 1%, BEIBIIZEFTLLY Cluster Leader AR 4. LU Leader AY Bucket Map ZH &t

BLTHETIS

a Hewlett Packard
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O hO—SEEFKL

Bucket map for essid test

Current Map [0-31]
Current Map [32-63]
Current Map [64-95]
Current Map [96-127]
Current Map [128-159]
Current Map [160-191]
Current Map [192-223]
Current Map [224-255]

Active Map [0-31]
Active Map [32-63]
Active Map [64-95]
Active Map [96-127]
Active Map [128-159]
Active Map [160-191]
Active Map [192-223]
Active Map [224-255]

Standby Map [©-31]
Standby Map [32-63]
Standby Map [64-95]
Standby Map [96-127]
Standby Map [128-159]
Standby Map [160-191]
Standby Map [192-223]
Standby Map [224-255]

test

172.17.10.201 (Up)
172.17.10.202 (Up)
172.17.10.203 (Up)
00 01 02 00 01 02 00
02 00 01 02 02 00 01
01 02 00 01 02 02 00
00 01 02 00 01 02 02
01 00 01 02 00 01 02
00 01 02 00 01 02 00
02 00 01 02 00 01 02
01 02 00 01 02 00 01

00 01 02 00 01 02 00
02 00 01 02 02 00 o1
01 02 00 01 02 02 00
00 01 02 00 01 02 02
01 00 01 02 00 01 02
00 01 02 00 01 02 00
02 00 01 02 00 01 02
01 02 00 01 02 00 01

01 00 00 02 02 91 01
00 02 02 01 00 02 00
02 01 01 00 00 01 02
01 00 00 02 02 01 00
00 01 02 01 01 00 00
01 00 00 02 02 91 01
00 02 02 01 01 00 00
02 01 01 00 00 02 02

o1
00
o1
00
00
o1
00
02

o1
00
o1
00
00
o1
00

00
o1
02
02
02
00
02
o1

02
o1
02
ol
o1
00
o1
00

02
o1
02
ol
o1
00
o1

00
02
00
02
02
o1
02
o1

00
02
00
02
02
ol
02
o1

00
02
00
02
02
ol
02

02
o1
02
o1
o1
00
o1
00

o1
00
o1
00
02
02
00
02

o1
00
o1
00
02
02
00

02
ol
00
ol
00
00
o1
00
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Bucket map for essid test

Current Map [0-31]
Current Map [32-63]
Current Map [64-95]
Current Map [96-127]
Current Map [128-159]
Current Map [160-191]
Current Map [192-223]
Current Map [224-255]

Active Map [0-31]
Active Map [32-63]
Active Map [64-95]
Active Map [96-127]
Active Map [128-159]
Active Map [160-191]
Active Map [192-223]
Active Map [224-255]

Standby Map [©-31]
Standby Map [32-63]
Standby Map [64-95]
Standby Map [96-127]
Standby Map [128-159]
Standby Map [160-191]
Standby Map [192-223]
Standby Map [224-255]

test
172.17.10.201 (Down)
172.17.10.202 (Up)

1792 17 10

ERFIZH (T3 Bucket Map DYIYEDHLYDHEF

— AP I bucket map DIV EHY
— show ap remote debug bucketmap stm ap-name <AP#> essid <ESSID>

)
01 01 02 02 91 02 o1
02 02 01 02 02 02 o1
01 02 01 01 02 02 02
01 01 02 02 01 02 02
01 01 01 02 01 01 02
01 01 02 02 01 02 o1
02 02 01 02 01 01 02
01 02 01 01 02 02 o1

ol
o1
o1
02
02
o1
02
02

02
o1
02
ol
ol
ol
o1
o1

02
02
02
02
02
o1
02
o1

ol
o1
ol
ol
02
02
o1
02

00 01 02 00 01 02 00
02 00 01 02 02 00 o1
01 02 00 01 02 02 00
00 01 02 00 01 02 02
01 00 01 02 00 01 02
00 01 02 00 01 02 00
02 00 01 02 00 01 02
01 02 00 01 02 00 01

01 00 00 02 02 91 01
00 02 02 01 00 02 00
02 01 01 00 00 01 02
01 00 00 02 02 01 00
00 01 02 01 01 00 00
01 00 00 02 02 91 o1
00 02 02 01 01 00 00
02 01 01 00 00 02 02

ol
00
o1
00
00
o1
00
02

00
o1
02
02
02
00
02
o1

02
o1
02
ol
ol
00
o1
00

00
02
00
02
02
o1
02
o1

00
02
00
02
02
o1
02

02
o1
02
o1
o1
00
o1
00

ol
00
o1
00
02
02
00

02
ol
00
ol
00
00
o1
00

Bucket map for essid test

UAC 2

Current Map [0-31]
Current Map [32-63]
Current Map [64-95]
Current Map [96-127]
Current Map [128-159]
Current Map [160-191]
Current Map [192-223]
Current Map [224-255]

Active Map [0-31]
Active Map [32-63]
Active Map [64-95]
Active Map [96-127]
Active Map [128-159]
Active Map [160-191]
Active Map [192-223]
Active Map [224-255]

Standby Map [©-31]
Standby Map [32-63]
Standby Map [64-95]
Standby Map [96-127]
Standby Map [128-159]
Standby Map [160-191]
Standby Map [192-223]
Standby Map [224-255]

test
172.17.10.203 (Up)

429 19 a0 0 /11

02 02 00 00 02 00 02
00 00 02 00 00 00 02
02 00 02 02 00 00 00
02 02 00 00 02 00 00
02 02 02 00 02 02 00
02 02 00 00 02 00 02
00 00 02 00 02 02 00
02 00 02 02 00 00 02

02 02 00 00 02 00 02
00 00 02 00 00 00 02
02 00 02 02 00 00 00
02 02 00 00 02 00 00
02 02 02 00 02 02 00
02 02 00 00 02 00 02
00 00 02 00 02 02 00
02 00 02 02 00 00 02

00 00 02 02 00 02 00
02 02 00 02 02 02 00
00 02 00 00 02 02 02
00 00 02 02 00 02 02
00 00 00 02 00 00 02
00 00 02 02 00 02 00
02 02 00 02 00 00 02
00 _02_00 00 02 02 00

02
02
02
00
00
02
00
00

02
02
02
00
00
02
00
00

00
00
00
02
02
00
02
02

00
02
00
02
02
02
02
02

00
02
00
02
02
02
02
02

02
00
02
00
00
00
00
00

00
00
00
00
00
02
00
02

00
00
00
00
00
02
00
02

02
02
02
02
02
00
02
00

02
02
02
02
00
00
02
00

02
02
02
02
00
00
02
00

00
00
00
00
02
02
00
02

UACONZ > LT-1=8 . APE & TStandby
Map DABFIE—L. S-UACIZHIYEZ S

Bucket Map A' Cluster Lead MBS,

B, UAC DF NI R EDH-TLNSD

REEREFEDO TGN

N
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—-aVkA—3ANEZE
Shared Memory) IZ&VYIEHREHLH

— GSM [&. DDS (Distributed Data Sync) &0y
STt ATar rO—SRITRIEAISN S

Enterprise company

¥ ] 2 0D 1L # A

Cluster Member 1

Process
: GSM channels
“radio” channel
D
“" n H D
sta” channel
S
cluster - -
mgr cluster
channel
| |
| |
JLIE GSM (Global
Cluster
Member 3

Cluster Member 2

GSM channels

“radio” channel

Process

§i

D
B “sta” channel
S
cluster
cluster mgr
channel
|
| |
]
DDS
§I> Process

GSM channels

“radio” channel

“sta” channel

gl

“cluster”
channel

cluster
mgr
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GSM/DDS F/\wH <R

—show gsm debug channel <channel>
— GSM M % channel DAE

—show gsm channel-matrix
- BEFvRIVEER-ERLTWSTOER

—show dds debug peers
— DDS Ayt—UEZEAIUE
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A= MINIE:

—UAC B9 B A, — S Dty 3 iFizd S-UAC [CaF—
— 2Ty a iEHRERIATHADIITENTELELND T, —HDEELGZYI IV DH
—-BERMIZIZULTOEY 3

— FTP &yl aré

— AppRF [2&% DPI 11> TL\5tviay

- EEtyiay

(A-UAC) #show datapath session table 172.17.100.17

Source IP Destination IP Prot SPort DPort Cntr Prio ToS Age Destination TAge Packets Bytes Flags
150.65.7.130 172.17.100.17 6 80 50583 0/0 0 0 2 tunnel 21 27 0 0
150.65.7.130 172.17.100.17 6 20 50593 0/0 0 0 1 tunnel 21 f 0 0 FCh = N

— A\
216.58.197.163 172.17.100.17 6 443 50545 ©/@6 @ © 2 tunnel 21 a7 @ 0 h(=high Value)jzomtj
172.17.100.17 172.217.25.195 6 50549 443 0/0 ) © 2 tunnel 21 a6 © 0 C 3 3>% S-UAC [cCaE—
. HBEL L.
(S-UAC) #show datapath session table 172.17.100.17
Source IP Destination IP Prot SPort DPort Cntr Prio ToS Age Destination TAge Packets Bytes Flags
150.65.7.130 172.17.100.17 6 20 50592 0/0 0 0 0 local 1a 0 0 FChB
172.17.100.17 150.65.7.138 6 58592 20 0/0 @ © o local 12 o Py FhB ﬁS-UAC <TlFaEE—shriEtyv
172.17.100.17 150.65.7.130 6 50591 20 0/0 0 0 0 local 1la 0 0 FhB < S =/9h\4s
150.65.7.130 172.17.100.17 6 20 50591 0/0 0 0 0 local 1a 0 0 FChB ~3 /(" B jjab ”<

a Hewlett Packard
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DSASEEIATUR

— DA DENEIRRE
— show lc-cluster group-membership
— show lc-cluster vlan-probe status

— show lc-cluster load distribution ap/client

— Active/Standby
— show ap active / show ap standby
— show ap bss-table / show ap bss-table standby
— show global-user-table list
— show user / show user-table standby
— show ap association / show ap association dormant

— show datapath user / show datapath user standby

a Hewlett Packard
Enterprise company

56



I —HIRERDHEED

— AP @ AAC v hA—35M5 (%, £ THHEHE
A—HEFRZE

— show user %2 show auth-trgcebuf [ UAC O
VhO—JTHERIIDHLELHD

—MM T show global-user-table list %
E{T9 5L, UAC D

aruba

a Hewlett Packard
Enterprise company

UAC hiolE,
show user
show ap association

S-UAC miold,

show user-table standby
show ap association dormant

show datapath user UAC T% S-UAC THH show datapath user standby
BE, REDIATUFTIHR WarhA—5HhnlE1— BE . REUNA1—FRRTADD
DIEREERTED WAL S EY (R AW TURTIRDIEREEZR TED
UAC AAC S-UAC
N A ) .
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Bucket Map DFER-12E

— IR D Bucket index X5
— show aaa cluster essid-all users (UACHMBHZE1T)
— show aaa cluster essid-all users standby (S-UACHH3E4T)
— show ap debug bucketmap-state (UACH'BZELT)
— show ap debug bucketmap-state uac dormant (S-UACH53E1T)
— IR D UAC/S-UAC iR %

— show gsm debug channel cluster_sta

— %R0 UAC/S-UAC L HT 3

— cluster-debug bucketmap essid <ESSID> bucketindex <Index> active <UACES> standby <S-UACEB>

(Cluster Lead M 53E1T)
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AP {&5Fav R

— A-AAC/S-AAC/MM ZNENTEITTEHATUENES

show ap tech-support

show ap cluster-tech-support
X
show ap debug XXX O O
show ap remote XXX
apboot
AP Provisioning O 2
ap-rename
P X X
ap-regroup
—apmove aA< R
_ } BIPEEY apmove all target-v4 <BE)EZabO—5>
AP D A-AAC ZTIYER S apmove ap-group <AP Group> target-v4 <¥Ejjcarb0—75>
— Cluster Leader oD HEITAIEE apmove ap-mac <AP MAC> target-v4 <®Ei%arrO0—>
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DIARFHETDIEER

—LMS-IP IZ[EMD @ IP ##6ET D&
— LMS-IP/Bkup-LMS-IP [XRID I Z R 3% HRA 2 Al 8E
— GRE b RILDF /N TA4F—\—TEE

— AP B"Z 8D GRE b RILEERT 5=

— T I7HILEDN—FE—FREXRENEL. R—rD T35y T Hport-channel® {193 D THAPDYIYEH
UMNELETBHIEENH D, 500msecl LIZEEET HERTE

— lc-cluster group-profile <name> heartbeat-threshold 500
— £ bA—SfAY L2-Connected &754&51T exclude-vian ZIELLERET D&
— COA ZfESF AL, vrrp-ip R E

— DSRAFANIZT 72xx & T0xX ZFRBESE=HEE . T/ A\ TAIZHIELAMNNDS
— B LI —YH /K Chapter 17 Controller Clustering : Support for Heterogeneous Cluster %< i

— DS RN EwRRAPE - iH R E L MM D ¥+ /33 T4(10,000AP, 100,00087K)ZF X TIXA ALY
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