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GET / POST Ay D LEE

GET /... POST/...
Request Object Request Object

— —

| S | S

HTTP Status: 200 (OK) HTTP Status: 201 (Created)
Response Headers Response Headers
Response Object
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REST API DEM{FaIEEFI S(C(E ?

BfE S B CHDONIEREDIME
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@ curl (AN RS1>)
(Postman (GUI) (AT 3>)

REST API DIG¥k(IHmE (TR

4

@ Guide, Swagger EZ=ZH8

10

Enterprise company



1.1 Curl - Aruba 0s switch O%E

« Aruba OS Switch (2930F) @ REST API (CiEfiLE T

 Firmware : WC.16.05 (wWcC.16.02 LIBENHE)

il

- IP address Z{FA L TBETI DD T, Switch (C IP address &% 7E
« Switch (CEHEEERED User: admin, Password: admin Zi%7E

Running configuration:

; JL258A Configuration Editor; Created on release #WC.16.05.0004
; Ver #12:08.1d.9b.3f.bf.bb.ef.7¢.59.fc.6b.fb.9f.fc.ff.ff.37.ef:ba
hostname "Aruba-2930F-8G-PoEP-2SFPP"
module 1 type jI258a
snmp-server community "public" unrestricted
vlan 1
name "DEFAULT _VLAN"
untagged 1-10
ip address 192.168.1.10 255.255.255.0
exit
password manager

a Hewlett Packard
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REST API

|

—
PC ArubaOS-Switch
192.168.1.50/24 192.168.1.10/24
curl User: admin

Pass: admin
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1.1 Curl - curl &=

@ REST API Session MEHIA

>curl --noproxy 192.168.1.10 -X POST http://192.168.1.10:80/rest/v1/login-sessions -d - AN RTOT SHSET
{¥"userName¥":¥"admin¥" ¥"password¥":¥"admin¥"}

BUFA. Switchh'5DieE&
o CNLUBFED RESTDALIE(IFRF Dcookie B3z Copy &Paste L TELT

{"uri":"/login-sessions","cookie":"sessionld=HcE6WcKu3XGsD66HJrowOFb4effXCBNdZ7X0Luqg1k46yM972bn6WOiuvEHN92Ib"}

i Copy & Paste
@ VLAN 50 DAERL

>curl --noproxy 192.168.1.10 --cookie "sessionld=HcE6WcKu3XGsD66HJrow0Fb4effXCBNdZ7X0Lug1k46yM972bn6WOIuvEHN92Ib" -X POST
http://192.168.1.10:80/rest/v1/vilans -d {¥"vlan_id¥":50,¥"name¥":¥"vlan50 test¥"}

{"uri*:"/vlans/50","vlan_id":50,"name":"vlan50 _test","status":"VS_PORT_BASED","type":"VT_STATIC","is_voice_enabled":false,"is_jumbo_enabled
".false,"is_dsnoop_enabled":false,"is_dhcp server_enabled":false}

a Hewlett Packard 1 2
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1.1 Curl - curl &=

Running configuration:

; JL258A Configuration Editor; Created on release #WC.16.05.0004
; Ver #12:08.1d.9b.3f.bf.bb.ef.7¢c.59.fc.6b.fb.9f .fc.ff.ff.37.ef:ba
hostname "Aruba-2930F-8G-PoEP-2SFPP"

module 1 type jI258a < - -
3{;nr"]|p;—server community "public" unrestricted ) %Eggﬁpé%_%%%% vian 50 ZfFk L7=F%

name "DEFAULT_VLAN"
untagged 1-10
ip address 192.168.1.10 255.255.255.0
exit
vlan 50
name "vlan50 _test"
no ip address
exit
password manager

_ Copy & Paste
@ REST API Session O#&T

>curl --noproxy 192.168.1.10 --cookie "sessionld=HcE6WcKu3XGsD66HJrow0Fb4effXCBNdZ7X0Luqg1k46yM972bn6WOiuvEHN92Ib"
-X DELETE http://192.168.1.10:80/rest/v1/login-sessions

a Hewlett Packard
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1.1 Curl -ze¢»

PC DOCLINSREE(CEIToIEE

REST API O#EEZER I D ENHVRIEE

GET/POSTE DR % 1T Di%& (d Cookie (Token) Z Copy&Paste 9 3mEH D
1 DONIBE(CCLI TEITLTWLWK DT, BEMLIC(E@AVRLY

Windows IRIZET( curl Z Install F3wERNH D
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1.2. Postman -cuin—zo77usr—33>

i Apps x

& C' | ® Chrome | chrome://apps

~

Web Store

L

Google Dri...

@ chrome

e = O
W @

Not signed in to Chrome
(You're missing out—sign in)

B ™M

Docs Gmail

N R
\Yﬁ@

A

Postman YouTube

Web Store
g

REST API

—

PC

192.168.1.50/24
Postman

aruba
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ArubaOS-Switch

192.168.1.10/24
User: admin
Pass: admin

NEW []j Runner Import G.

o Chrome apps are being deprecated. Download our free native apps for continued support and better performance. Learn more

192.168.1.10/rest/vl/l @ ®

POST

Authorization

Type

192.168.1.10/rest/v1/login-sessions

rs (1) Body @

No Auth

Builder

% @ [

No Environment

Code
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1.2. Postman - ResT API session M4

[]j Runner Import El

9 Chrome apps are being deprecated. Download our free native apps for continued support and better performance. Learn more

No Environment
192.168.1.10/rest/v1/l @ ® &)

@ 192.168.1.10/rest/v1/login-sessions (1) RESTOURLZIETE Params Save

Body & @ REST t\‘ Send %%?j_- Code

form-data x-www-form-urlencoded ~ ® raw binary  Text
S

@ login session FAMD/ S X —5%&%TE

1 {"userName":"admin", "password"”:"admin"}

Status: 201 Created Time: 98 ms

Body es (1) Headers (5)
Pretty aw  Previey JSON -
1~ { :
b ’ =ahiT: =/ Togln-sessions”, Search for v A Al
Qru ( 3 "cookie": "sessionld=elGWGkngdWZzdRIoB2IpEMLItn8SChUSFzM5sbV1knlr8px]20VoxcnNCpCgGa
a Hewlett Packat 4

} . L PN _
Enterprise compa @RESTO#ERZRN (ERk=1/z Cookie WD T D, ISONERZRPTWVWI A - W ~NIZEHR)
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1.2. Postman - vian 50 o5

Uj Runner Import E.‘,_

aruba
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POST 192.168.1.10/rest/v1/vlans Params Save

1

o Chrome apps are being deprecated. Download our free native apps for continued support and better performance. Learn more

X
No Environment
@ 192.168.1.10/rest/v1h @ ®
| —]
POST 192.168.1.10/restvimdans @ RESTODURLZIETE Params Save
f Headers (1) ) ® Code
Key Value Description Bulk Edit  Presets v

sessionld=e)GWGkngdWzzdRJoB2JpEM1tn89ChUSf
zM5sbVlkn1r8pxJ20V9xcnNCpCgG48I"

} @ Cookie(Token)Z=187E

[D Runner Import D Builder

o Chrome apps are being deprecated. Download our free native apps for continued support and better performance. Learn more

No Environment
L ] 192.168.1.10/restvih @ @

(1) Body @ @ REST Send(@%_"/f_
form-data x-www-form-urlencoded ® raw binary  Text
{"vlan_id":50, "name":"vlan5@_test"} @ POST?%/()E)(_Q%}EE
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1.2. Postman - vian 50 o5

[]j Runner Import D. Builder

c Chrome apps are being deprecated. Download our free native apps for continued support and better performance. Learn more X

No Environment
® 192.168.1.10/rest/ivih @ @

192.168.1.10/rest/v1/vlans Params Save

(1) Body @ re-request S C

form-data x-www-form-urlencoded ® raw binary  Text

1  {"vlan_id":50, "name":"vlan50_test"}

Body (1) % s (5) st Results Status: 201 Created  Time: 225 ms

Pretty a Previe JSON 5

T {

"uri": "/vlans/50",
"vlan_id": 50,

“name": "vlan5@_test”,
“status": "VS_PORT_BASED",
“type": “"VT_STATIC",
"is_voice_enabled": false,
"is_jumbo_enabled": false,

"is_dsnoop_enabled": false, @ RESTOD I/X/_R\/X%?_E/% (1’5523“72’_ Vlan 50 @'lﬁgﬁ)

"is_dhcp_server_enabled”: false

w N

PO Wo NG A

1
1

aruba

a Hewlett Packard
Enterprise company

18



1.2. Postman - vian 50 o5

[]j Runner Import D. Builder
c Chrome apps are being deprecated. Download our free native apps for continued support and better performance. Learn more X
No Environment
@®  192.168.1.10/restivih @ [ J
POST 192.168.1.10/rest/v1/vlans Params Send v Save
(1) Body @ re-request S Code
form-data x-www-form-urlencoded ® raw binary  Text
1  {"vlan_id":50, "name":"vlan50_test"}
Body (1) % s (5) st Results Status: 201 Created  Time: 225 ms
Pretty a Previe JSON 5
P {
2 "uri": "/vlans/50",
3 "vlan_id": 50,
4 “name": "vlan5@_test”,
5 "status”: "VS_PORT_BASED",
6 "type": "VT_STATIC",
7 "is_voice_enabled": false,
8 "is_jumbo_enabled": false, ° J— N "
9 "is_dsnoop_enabled": false, @ RESTODI/X/_I_\\/X%?_E/_J_\ (1’5523“72’_ vlan 50 @'lﬁgﬁ)
10 "is_dhcp_server_enabled”: false
1 }

aruba
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1.2 Postman -z¢o

PC (C Postman % install
GUI'CRESTDENE= tEZE Rl BE

URL. /\SA—SFEDEH(LHE DR {EHD]EE
Curl KDFEWEBFEMNEI LT D (Postman omizATs3>)

Enterprise company
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1.3 REST API Dl5%k

Aruba REST API Guide for ArubaOS-
Switch 16.05

aruba
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Part Number: 520042183
Published: January 2018
Edition: 2

REST API Guide (Aruba 0S switch)
aruba
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REST API

REST interface for management plane

AAA_Server_Group
AAA_Server_Group_Prio

ACL

/system/acls
Isystem/acls
Isystem/acls/Aid1}4id2}
Isystem/aclsAid1}4id2}

Isystem/aclsKid1}Kid2}

Jabag

ACL_Entry
Aggregate_address
BGP_ASPath_Filter

BGP_ASPath_Filter_Entry

Open API Browser (Swagger)

aruvba

- Pools

- Roles & Policies

- Unknown

- Show Commands

ArubaOs JSON API Specification

H
5
z

/object/wms_restart_snapshot
/object/reg_ domain_prof
/object/reg domain_prof
/object/iap_trusted_branch_add
/object/stm_blacklist_client_add
/object/airmatch_db_dump
/object/trace_dds values
/object/trace_dds values
/object/rft_test_profile_detail
/object/h2qp_osu_prov_list_prof
Jobject/h2qp_osu_prov_list_prof
/object/airmatch_ap_freeze
/object/stm_ap_flush_keys
/object/stm_ap_flush_keys
/object/spectrum_prof
/object/spectrum_prof
/object/ap_test_rebootstrap
Jobject/ap_group
/object/ap_group
/object/ap_debug radio_event_log start
/object/rf_opt_prof
/object/rf_opt_prof
Jobject/ap_test_dot11v
/object/wms_export_db

/object/wms_export_class

Ef

/object/ip_mob_cfg_router

/object/ip_mob_cfg router

a @ a

/object/iap_trusted_branch_delete

Get reg domain_prof configuration

Get trace_dds values configuration

Get h2qp_osu_prov_|

Get stm_ap_flu:

onfiguration

Get spectrum_prof configuration

ap

Get ap_group configuration

Get rf_opt_prof configuration

Get ip_mob_cfg router configuration

(AOSS8, Central, Aruba OS-CX)
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2 Python D&
{a[&% Python ?
- B&blC(E Programming ' E

(Java EOMDEEBEFERA LU TCTERVLA)

»  Python(IMfttDEFE L LT D &

- BIEUZL) sosrsooi. szt ava @5z 3E050)

- S 8/& package ZHFHOJEE sz, miizs. web, REST, etc)

- T, JSFHSESNTULBEEE cmcapnnimssnntns)
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2.1 Python Z{EH9 3RS

-

Python DIRIFEZUATOFIETHEL

Qu
/1]

1. Python OFEITIRIEZ 1> A M=JL
2. Pycharm Z£® Python HRIRIEZ1> A =)L
3. “pip” ZEA LU TWHEIEN package 71> XA =)L
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2- 1.1 PythOn 0)4 >Z I\_)l/ (Windows DIg&)

Enterprise company

https://www.python.org/downloads [Z7 7t X

AVAR—)LT BN\ —23 3 X FEIR

(Chho Python ZI5HBHIG R, S X ZHELFT . 2.x EIFEBENENE ST NHYET)

exe 771 IV aEITLTA U AL ZFHIA
HEIZLGL “python”, “pip” AR URADNREZREZHIZHKTE

O RTAa>TERMG “python” ZE2{TL TENMEZFESR

25



2.1.1 Python DEh{EHEER

]?‘/F J0 ‘/7?‘

“help”, “copyright”
int(Hello World )
Wor Id

D ¥Users¥nomura>

a Hewlett Packard
Enterprise company

A
M
\
u
'

rights reserved.

2018, 17

:00:18) [MSC

“ for more information.

— x> RJO>T I\_ijython” %
EITIDE>>>" W T
EUTERRENET,

™ Print(“Hello World”) Z#%47UE 9,
CDE— RT(E Python DLIEZ
1T D DERBIICEITUE T,

— E{THERE U T Hello World &=
cSNE9

" Ctrl-Z Z AU THET

26



2.1.1 Python DOEh{EHEER

- VYR 7[1/7#

- ¥Users¥nomura>

JAk &

print(“Hello World™)

ew\ tt Packard
erprise company

Sample.py (python 70O 5 A)

— FOER UTE “sample.py” 005 LA%ET

JOUS LDOERITHR

JO0S ASBEENICKRT

SF XIS4T Python OS5 L%ZVER LT
E'Héﬁ@'ﬂ(iﬁ@ﬂt(i_l ECI,

THFRANIT 4 FTITOTSLZVERT DD,
TS—MELCPT K, EMNEVNDT, Pycharm
FDOFRITREDERZHELXT.
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2.1.2 Pycahrm TOEMEMEER. ... .

/
E Python_script [C:¥Procurve¥NAE¥Pycharm¥Python_script] - ..¥Hello_World.py [Python_script] - PyCharm = O |
File Edit View Navigate Code Refactor Run Tools VCS Window Help
Python_script ) '@ Hello_World.py ) Hello_World v }\* Q
Ei Project v € = | &~ I | 55 get_cookie_create_vlan_50-2.py ’ ~ excel.py ‘ # excel-example.py ‘ ) HellO_WO%\‘VEGt
W excel.py ! print{"Hello Yorld”)
~ excel-example.py 9 \ [ L
# oetcookiepy ®program = A @program ZX1T
# get_cookie_create_vlan_50.py (Ru n 7 { 9 \/)
# get_cookie_create_vlan_50-2.py
# get_cookie_delete_vlan_50.py
# get_mac.py
< gmail.py
@ gTTS.py
# hello.py
# Hello_World.py
= hpWemegmt_mW_@ '
# invoke_teraterm.py prog ra m % Save
# Invoke_teraterm2.py |
@ lucky.py ‘
Run Hello_World £~ L
’ C:¥Python3B¥nonura¥Scripts¥python.exe C:/Procurve/NAE/Pycharn/Python_script/Hello _Yorld.py
Hello World
= Process finished with exit code 0
S
oo |
=
—=/— Y+
. ®program®DEITHER
» »
[C# PEP 8: no newline at end of file 121 n/fa UTF-8: & 8 Q
aruvba X% Pycahrm ZEAT 3HA(E. Pycahrm &+ > 2 N—ILTBHENGDET

a Hewlett Packard
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2.1.3 “pip” [c&kD package DiIEMN

.II I

144

< > RI&E

“python” > X b—JUEF(C—#&(C

/]//XI\ )béﬂo?o

.II I

° Ilpi
-1

P
A2 —

ip” EfTIE(C Error R4 T BIEA(L. proxy IRUT
2V NMCT IR TCERRENSEFITUET,

p
A

<> RT “requests” &M package ZIEEUL T

N—ILUE

=9 (9 pip install requests) x

% Python "5 REST APl Zf#AI 35HE(C. requests /\w T —HmE(CIRDFRT

Enterprise company



2. Python -

o

« Python (C(EZEITDEIHMEED D XTI,
- N> RTO>T bS5 1ITDDFELT
- N> RTO>T b eT0O0 S LAZFELT
- Pycharm £ ® Python E17IRIE

« Pycharm FDOEITIRIEZ(F)

HFENEZ LITDTHTEFI

 pip OV > RzfE

1L CEMN/\W T —7ZEN0 U2

Enterprise company

19 B ET. Error ZRES5 U

)
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3. Python + REST API
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3.1 Python + REST API (vin so zeemazm

REST API
Python <
A / -

— — @ > |s5jgssssasassaasEEnnEss" |
PC ) @ ArubaOS-Switch
192.168.1.50/24 @ >
Python — REST APL . 623_1253}]11 ir110/ 24
Pass: admin

@ REST session ZI69 D POST XVw K& X1 W F(TiX{E

@ X1 wFh5 Cookie (Token) HRIEESNSD

® A1 YFM5 vlan50 Z1ER T D POST AVwW R%ZE XA W FITIX(E
@ REST session Z#2 793 DELETE XYVw RZEXX AW FI(TIXE

aruba
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3.1 Python + REST API inso zeemagam- 2

import requests

url = "http://192.168.1.10/rest/v1/login-sessions"

payload = "{¥"userName¥": ¥"admin¥", ¥"password¥": ¥"admin¥"}"
post_response = requests.request("POST", url, data=payload)
cookie = post_response.json()['cookie']

headers = {'cookie".cookie}

payload = “{¥"vlan_id¥"“: 50, ¥’'name¥"“: ¥"vlan50 test¥"}’

url = "http://192.168.1.10/rest/v1/vlans"

vlan_response = requests.request("POST", url, headers=headers, data=payload)

url = "http://192.168.1.10/rest/v1/login-sessions"
delete response = requests.request("DELETE", url, headers=headers)

F5c®D Python script %179 &, vlan50 B REST APT #EH CIFR A IR 9
Cookie (Token) (FTOUSLDHATERE L TRIFELSNET
AR (CEEH (CLIEATHONE T

a Hewlett Packard
nterprise company
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3- 1 PythOn + REST API (vlan 50 Z{ER9d B4l @Sessionkiia)

import requests ~ REST APl Z{#H 9 5/z&(C requests package %z import 1

url = http://192.168.1.10/rest/v1/login-sessions REST O session ZFA89 % url Z15%E

payload = "{¥"userName¥": ¥"admin¥", ¥"password¥": ¥"admin¥hogin F(C user, password Z157E

post_response = requests.request("POST", url, data=p\ay\oad) REST API MPOSTXYw T session B4

cookie = post_response.json()['cookie'] Cookie ZZ#(_tzw b (login-sessions TEELIZE®D)

AN

sesiionld =+ DD %=

ses =
& cookie (A REST API O response % JSON FZz

{'uri’: '/login-sessions’, ‘cookie’: 'sessionld=BacmWDOQHvNnkqg5foJZBXwx9iIFDrxC5YeghZIEXEgFfOa3EyprGeSQLSeyumdqr' ;

a Hewlett Packard X1 pip Z{EB U TF “requests” package Z1 > A S—=ILUTHBENSGDET 34
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3.1 Python + REST API (vianso z#emszm @ vian e

a

En

H
1

headers = {'cookie':cookie RESTYUER®D Header (CFEEZZNTIZHA L IZ cookie ZTzw b

“: ¥'vlan50_test¥}’ YER 9 B vlan DINSA—FZtwv ~

\Vlan ZIRVET D url ZI5%E
\

vlan_response = requests.request("POST", url, headers=headers, data=payload)

\ Vlan 50 =49 D POST XVw RAEZELT

payload = “{¥"vlan_id¥": 50, ¥'na

url = http://192.168.1.10/rest/v1/vlans

REST API @ response (fEBk =117z vlian 50 DIEER)

{'uri": '/vlans/50', 'vlan_id": 50, 'name': 'vlan50_test', 'status': 'VS_PORT_BASED', 'type': 'VT_STATIC', 'is_voice_enabled': False,
'is_jumbo_enabled': False, 'is_dsnoop_enabled': False, 'is_dhcp_server_enabled': False}

ewleft Packard

w
erprise company
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3.1 Python + REST API (van so 2w am asessionse)

url = http://192.168.1.10/rest/v1/login-sessions REST APID session & T3 url ZiEE

delete_response = requests.request("DELETE", url, headers=headers) DELETE XYV w RTHET

Cookie Mtzw &N TULVB header [Gir=BEEA

a Hewlett Packard 36
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3.1 Python + REST API (@ rycharm ossam

aruba

a Hewlett Packard
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°c| Python_script [C:¥Procurve¥NAE¥Pycharm¥Python_script] - ..¥get_cookie_create_vlan_50-2.py [Python_script] - PyCharm

File Edit View Navigate Code Refactor Run Tools VCS Window Help

Python_script / '@ get_cookie_create_vlian_50-2.py /

- O X

G cookie creat@ ®§

EH Project v Q= | £ I
# cli(show arp).py | import requests
@ cli_batch.py url = "http://192.168.1.10/rest/v1/login-sessions”
= config.txt 3 payload = "{¥"userName¥”: ¥ admin¥”, ¥ passvord¥”: ¥ adein¥"}”

Run:

‘ @ snmp_get.py | # snmp_walk.py [ # get_cookie_create_vlan_50.py ‘ # get_cookie cre‘}s\lan 50-2.py ~ | >

4 post _response = requests.request ("POST™, url, data=payload)

5 cookie = post_response.json()[ cookie”]
> example.xIsx B

eventDescription_resulr.txt

> example2.xIsx headers = {’cookie’:cookie}
= example3.png
 example3.xlsx q url = "http://192.168.1.10/rest/v1/vlans”
@ excel.py

# get_cookie.py url = "http://192.168.1.10/rest/v1/login-sessions”

# get_cookie_create_vlan_50.py :
~ get_cookie_create_vlan_50-2.py 14
# get_cookie_delete_vlan_50.py
# get_mac.py

@ gmail.py

@ gTTS.py

# hello.py

@ Hello_World.py

RSOy VR R S N R

8 payload = "{¥"vlan_id¥": 50, ¥ name¥”: ¥ vlanb0_test¥"}”

10 vlan_response = requests.request ("POST™, url, headers=headers, data=payload)

delete_response = requests.request ("DELETE™, url, headers=headers)

~

»

C:¥Python36¥nomura¥$r ipts¥pythnn.exe C:/Procurve/NAE/Pycharn/Python_script/zet _cookie_create_vlan_50-2.py

Process finished with exit code 0

. EITHER

=]

11:1 CRLF: UTF-8: & & Q

E2ThT>

K790 A
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3.2 Python + REST API Excerss—sammanm

Al

] A
1 /192.168.1.10
2 |192.168.1.10

50
60

fe | 192168110 v

B (& D -

3 . REST API
Vian ©) 4 >
Python
® IP address, vlan O#EEHE =
DT —A = 1T I DAL Il h -
= . 1= A: = :
. \\\ > \/ <z _->
Excel File Sao © EMAARIP address (=3 LT ===zz=zzzzz=szz=Ez=EzEEE=s” -
S o REST API session “Zfiia ArubaOS-Switch
T . ® Cookie (Token) (DEYS
\‘\\ @ Excel h"5EUYS U vlan @{’FESZ
® REST API @ session Z#&71
® Excel DIRDITHRFTZMHAFH. T—INSBNIEOICRED.
NI T,
DY > T)L - TJOUS AEDEL)
e Program (CEIE CEZFIAENTLV/Z IP address, vlan DfE% Excel File WS5EHAD KD ICEE,
b o JOJSAZI—TEEICTDZET. BEDIXAYFICH U TERD Vlan OFfEpkz —I18UETE B3 XD (CEE,
QrupQ

a Hewlett Packard
Enterprise company

38



3.2 Python + REST API ¢eins=—s=

a Hewlett Packard
Enterprise company

while sheet.cell(row=i, column=1).value != None:

url = "http://" + sheet.cell(row=i, column=1).value + "/rest/v1/login-sessions"
payload = "{¥"userName¥": ¥"admin¥", ¥"password¥": ¥"admin¥"}"
post_response = requests.request("POST", url, data=payload)

cookie = post_response.json()['cookie']

headers = {'cookie': cookie}
url = "http://" + sheet.cell(row=i, column=1).value + "/rest/v1/vlans"
vlan = sheet.cell(row=i, column=2).value

vlan_response = requests.request("POST", url, headers=headers, data=payload)

url = "http://" + sheet.cell(row=i, column=1).value + "/rest/v1/login-sessions"
delete_response = requests.request("DELETE", url, headers=headers)

i=i+1

import openpyxl Excel D7 7 1)L & 1gVET B1=8(C openpyx| package %
import requests

wb = openpyxl.load_workbook(‘example.xIsx') Excel2 77 -1) I/OD7L —J>

sheet = wb.active Excel sheet DIETE

i =1

payload = "{¥"vlan_id¥":" + str(vlan) + ", ¥"'name¥": ¥"test_vlan_" + str(vlan) + "¥"}"

Excel D7 —IH\E
2 DIk LALIE

* REST D session
* I5TE LT vlian 0
* REST D session

RIFHADHI —24F)

import *1

{IRBDET.

e
'ERK
"

X1 pip Z{ERB U TF “openpyx!” package Z1 > A S—=ILUTHIBENSHDET
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3.2 Python + REST API ceinsr—semmann

— while loop T#DIREN3NEEES)

url = "http9+ sheet.cell(row=i, column=T}value ¥ “frestivifiogin-sessions"
payload = "{¥"userName¥": ¥"admin¥", ¥"password¥": ¥"admin¥"}"
post_response = requests.request("POST", url, data=payload)

cookie = post_response.json()['cookie']

headers = {'cookie': cookie}

url = "http://" + sheet.cell(row=i, column=1).value + "/rest
= sheet. ceII(row i, column=2).valu
payload = ;
vlan_response = requests request("POST" url, headers=headers, data=payload

url = "http://" + sheet.cell(row=i, column=1).value + "/rest/v1/login-sessions"
delete_response = requests.request("DELETE", url, headers=headers)

Str(vian) + ", ¥"nanfe¥" ¥"test vlan " + str(le\
)

a Hewlett Packard
Enterprise company

151BH5 IP address %=
n}ba‘/"L/\J_C url 7571:52

25185 ERk 9 D vian

@ 1D ZHS

Vlan 2D F5ZERk
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3 g 2 PYthOﬂ + RE ST API (Excelh' 57— %&5HHALH — Pycharm®dDsE

aruba
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File Edit View Navigate Code Refactor Run Tools VCS Window Help

Python_script
B Project v O = | $- I

7 RUUTOITTP S

« excel-example.py

# cli(hostname).py
@ cli(show arp).py
@ cli_batch.py
config.txt

Ul

eventDescription_resulr.txt

2 example.xIsx

» example2.xlsx
example3.png

> example3.xlsx

excel.py

excel-example.py
get_cookie.py
get_cookie_create_vlan_50.py
get_cookie_create_vlan_50-2.py
get_cookie_delete_vlan_50.py
get_mac.py

gmail.py

gTTS.py

hello.py

Hello_World.py
hpWebmMgmt_mib_result.txt

O ENENESEYESEVEDEDE L EY

]

# get_cookie_create_vlan_50-2.py

np_walk.py \ # get_cookie_create_vlan_50.py
1 : ilporut openpyxln
import requests

4 wh = openpyxl.load_workbook( example.xlsx’)

sheet = wh.active

i =1
vhile sheet.cell(row=i, column=1).value != None:

post_response = requests.request ("POST™, url, data=payload)
cookie = post_response.ison()[’cookie”]

headers = {’cookie’: cookiel

vlan = sheet.cell(row=i, colunn=2).value
print(vlan_response.text)

delete_response = requests.request ("DELETE™, url, headers=headers)

while sheet.cell(row=i, column=...

payload = “{¥"xlan id¥7:7 ¢ ~strlvlan) + 7, ¥ nane¥”: ¥ test wvlan ~
vlan_response = requests.request ("POST”, url, headers=headers, data=payload)

url = "http://" + sheet.cell(row=i, column=1).value + "/rest/vl1/login-sessions”
payload = "{¥ userName¥”: ¥ admin¥”, ¥ passvord¥”: ¥ admin¥"}”

url = "http://7 + sheet.cell{row=i, column=1).value + "frest/vl/vlans”

url = "http://" + sheet.cell(row=i, column=1).value + "/rest/v1/login-sessions”

+ strivlan) + "¥7}7

Run excel-example T~ L
T' | C:¥Python3B¥nonmura¥Scripts¥python.exe C:/Procurve/NAE/Pycharn/Python_script/excel-exanple.py
{Puri”:"/vlans/507,"vlan_id”:50, " name”:"test _vlan_507," status™:"YS_PORT_BASED”, type” :"¥T_STATIC”,”is_voice_enabled”:false,”is_junbo_enabled”:false,”is_d
Puri”:"/vlans/B07, vlan_id”:60, " name”:"test _vlan_B0", status™:"YS_PORT_BASED™, " type” :"¥T_STATIC”,”is_voice_enabled”:false,”is_junbo_enabled”:false,”is_d
=
=?  Process finished with exit code 0
=8 [j
=
- EITHESR
1Tiig
» »
= 1637 CRLF: UTF-8: & £ Q

Y ol

17

5] )
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3.3 Python Z{ERAUIZEDMDH @er—sors570

REST API
Python
=7
— >
i @ REST API session %z A
Excel File PC ArubaOS-Switch
§ C ;m o : @ Cookie (Token) DEUS
- : : ® Switch 'S mac table D&% GET
: St O < @ Port #(C mac address Z/1D> hU. Excel file (C{EE%Z 508%
|
_ ' ® Python TZS J%1#iE9 3 Jupiter notebook Zi#2EI LTI ST ZVERM x1
.png File ;
QrUbQ N H L %1 python B4+ Jupiter notebook M3EITIRIEZ Install 3 3MENGHDET

1 2 3 4 5 6 7 8
a Hewlett Packard port 42
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3. Python + REST API- zc»

Python @ requests package T REST API & &EiErR]HEE
Python @ openpyx| package T Excel File MDiE{EH O] EE
Jupiter notebook 1> A =)L B ETIT S IRRNAJEE
Package Z1EN19 D Z & T4 7B ENMEY —JLDAERRH BT RE

Enterprise company
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Tag530IcxTHEELRNIL

fERY5Y—IL

REST APl D EN{E D %

Curl (Postman (A7 3>)
Swagger, REST AP| Guide TE¥f#lifE:R
(Aruba OS switch % THEEERIEE)

REST APl O EI{ED BENMEDIREREZE (Python)

Python 3.x ZA/> A+—)L
“request” package MiENN (RESTAPIFR)
Python E1TIR1E (Pycharm)D: &0 (#E2E)

BEktDATay “openpyx!” package M3EfN — Excel File &M:&E#E
Jupiter notebook MEM — T TTDIERK
aruba
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Airheads School - sovs=>90z@n

]

JO05=>200

- CURL, Python, Pycharm OETIRIEDEE

- CURL, Python, Pycharm ZZBHBB®DPCIC1 > A M—=ILUET

- A=Y bS5 ERYVI bEAAM=)LTEBWindows PCHWET I,

- Windows10 (64bit) ZC ARz

-JO0SZ20Q%iTDHCE. COOTHEBEITIIMERENMNETT

- CEBTCTHERIRZIBETETDIH(EIZEAETY  (REST APL. PythonZiasH35MEITTY)

SE1LIHOREL. 8/24(&)FEL CWLWEXT
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> D DHEN

]

Airheads School - o045

JO05=>20

- JOUS =0 TIREBZBEUEPCEERHUET
- X27—)LTTlZ. Aruba OS Switch @ REST API ={#FHULZE 9

- CURLZ{ER LT REST API O#ME=EMEZULUFE I
- Python + Pycharm T REST API OYUBZ=BENMt I3 TO00 S LZERRUET

- CTHBT CURL, Python FZHRZXDH(EXEAETYI  (REST APL. PythonZissHDAMEITTY)

S1OIHORIEE. OBZFEL TLET
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Aruba OS-CX —NAE D8N maaons)

APIDTCARIC{ER ! (BIEEHER)

%30 I\ FALEE
«—>
| h]l]ﬂ 555 | @ python
$54Mm

o APIZERATE T (CEZ4SDiRiI=w7/0> 3> % FET
NSO a—FTa>0 - JOaryos« JER -
HEIEITDINHASILRIIT ~ ATV FEE

20UT ~
ba e XVYUTSNEIA=ZT1 -4 THHE

Qr
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AIRY DAGERICKDIFUWIT ALY F

nnnnnnnnnnnnnnnnnnnnnnnnn

1ipt Nas n
voip_queue._packats_monitoring 1.0 i
State Datab § \ >
ate Database | A > SR
Queued
; N N =]
B e SRR ER
17 Queue T (packet per secord
ssssss Parameters A Alerts
:.-': Root Cause Analysis
::": ’ . er; captured and analyzed top talker traffic sample. Wed May 17 20:27:35 2017
Management \\ Chassis =  Acgegs Switch Port_ ConnectedVia, ___ TroficRated®ls
o )

R3U-SW099 1731

Interfaces [ ASIC Sync Management o

[ Kernel Network _
sync Analytic ;.
Engine

[ Protocols cEODJﬁ'ﬁEEb‘Queue%

HHR L TWHED

Configuration Changes

CPC20170522224939 . ° CPC20170523005024
05/17/17 20:26:50 05/17/17 20:28:59

7Ot ZRDEE®D & DT < DBIEH

ZFw TS Ty hCER L BRIIF—5" ST :
L OB — SRR & EHETEE

. ! _ Queued)nx;E(L
aruvba NSOV S 21— NSO XIEREHE IV \d5 o 1= = & hV4ER

a Hewlett Packard REVERT CLOSE
Enterprise company

"N

QonfigZEE DR




BEdH L RS a—F ¢ v ANEE]

Agent TH—FA—L 3 %58
Python Script #3417
INGA—BEZRETHE

Variables for persistent policy state

IL—ILR—RXTF I3 EEST

ILXITNNETHIaY
Alert Level ME%5E
CLI a<w>FDELT
CLI a7 FEITHRREDERTR

Configuration checkpoint Z % D &~

Syslog DA A&
Python script Mfunction MDEAT

Ql

|

P{v
ac(

(y
_—

I
=
~

ARAYF

[ Network Analytic
Engine

NAE Agent Configuration Time Series
K‘ 2%'2"” and State Data

— Custom

\

[GEGE=2) T W&
OV I4Y O AT LARATF—R X -ASICO1EER
ACL-RykJ—47Ora/L-#eH1ER

Web Ul & REST API
Agent EIZGUI L THMIERE
TR

AAYFINTA—IANDEEE
AAYFORT LIS EL T
T4 ETER,

Python X9 T+®M
Upload: &R hREATA X

Time Series T—%~X—X

Python RVYTHZKYE=RILYT | 7Ho2a>DTATZLIE = STV a—TaV T DMERL | TATHIT4TE=Z)VYT



System Health

- System O#fEHERE

e OTTN\NARADISTTaY

Network
Optimization

* FwhT—HMDIKEEIC

« ZYRT—=UDISTIL « TIVr—S30ET—

E=5—, BRIIER aA—T4VTIER HEEIE BELRY B35 IRHE D HLTEREIEDT-HD
DEE, AV IT1TED T AEHDINE, BIESIZTS—REAE T 2EE=F. T4 T avEBEEET
P mLCEEEREElY |- mh o onSaE

BGP neighbor|&#R, BOIZUREE ;ﬁEETT/a/% OSPF®link Status [Z

« NAETCpu/Memory%
E=H, BEEHELT

STP DIFHRFEINEL T
YT —ODxiEE

« VoIPIZ{EAL TS

EOERBEER

T7o—t% E EERL D=HDERELTE QueueD R TF—HR%E '_-_'I_rl‘ri %{9%%91_320” /a;fzﬁ
Debuga< > kSyslog Fo FoA, B4 HTJEZI‘"JXA_IZFEF]E%
DEBERK. EESICEET SN HALAGESEE(CE
217 RHEREK. 7 A1
5—|‘0)E§Uo °

— BAlFEY—N—ZHAETHELLEKER. TYSITO BEE A ATEE
— RAYFHNTER. 7oav M Tondi=H . NEBEDRIEPINTFTE, RAMYFRTESIZTTIavDETHARE,
— NAEZBEL THRLONAEHRETIC. TAT VT4 IRV T —ODERBEILIZDIIFHIEAARE  (Network Optimization)
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NAE Python RVUTRl - #H—r-2F—22DE=5ULY

Manifest = {
lame': 'port admin state monitor’,
Description Port Admin Status Monitoring Agent’,
'Version e L
'Author 'Aruba Networks'

"Name': 'Port

: =)
ParameterDefinitions = { “  Monitor ?‘T%OD?EU:E
'‘port_id': {

* Agent K EHEARIIZR
T—RREE=F—

FORELEHICER
LI=Z&IZT7 U avEET
uril = '/rest/vl/sy

self.ml = Monitor ( DB ta)b[')HyU ‘iMonitOr,
uril, Rule function M & THLIE

'Port admin status'’',
[self.params['port id']])

class Policy(NAE) :
def  init_ (self):

# Port status

aruvba
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